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In both modes, users are able to generate a dynamic and 
anonymized profile of the attack that can be shared through the 
FireEye CM platform to other FireEye products. The malware 
attack profiles generated by the FireEye AX platforms include 
identifiers of malware code, exploit URLs, and other sources of 
infections and attacks. Also, malware communication protocol 
characteristics are shared to provide dynamic blocking of data 
exfiltration attempts across the organization’s entire FireEye 
deployment via the FireEye Dynamic Threat Intelligence™ (DTI) 
enterprise.

YARA-based rules enables customization
The FireEye AX series supports custom YARA rules importation 
to specify byte-level rules and quickly analyze suspicious objects 
for threats specific to the organization.

Global malware protection network
The FireEye AX series is designed for easy integration with the 
entire FireEye threat prevention portfolio. The FireEye AX 
series can automatically share malware forensics data with 
other FireEye platforms via the FireEye CM, block outbound 
data exfiltration attempts, and stop inbound known attacks. The 
FireEye AX series threat data can also be shared via the FireEye 
DTI cloud to protect against new emerging attacks.

With pre-configured FireEye MVX engines eliminating the need 
for tuning heuristics, the FireEye AX series saves administrators 
setup time and configuration issues. In addition, the FireEye AX 
series helps threat researchers analyze advanced targeted 
attacks without adding network and security management 
overhead.

AX 5400 AX 5500 AX 8400

Performance * Up to 8,200 Analyses Per Day Up to 8,000 Analyses Per Day Up to 16,000 Analyses Per Day

OS Support Microsoft Windows Microsoft Windows
Apple Mac OSX

Microsoft Windows

Network Interface Ports 2x 10/100/1000BASE-T Ports 2x 10/100/1000BASE-T Ports 2x 10/100/1000BASE-T Ports

IPMI Port (rear panel) Included Included Included

Front Panel LCD and Keypad Included Included Included

PS/2 Keyboard and Mouse,                                 
DB15 VGA ports (rear panel)

Included Included Included

USB Ports (rear panel) 2x Type A USB Ports 4x Type A USB Ports 2x Type A USB Ports

Serial Port (rear panel) 115,200 bps,  No Parity, 8 Bits, 1 
Stop Bit

115,200 bps,  No Parity, 8 Bits, 1 Stop 
Bit

115,200 bps,  No Parity, 8 Bits, 1 Stop 
Bit

Drive Capacity 2x 600 GB HDD, RAID 1, 2.5 inch, 
FRU

4x  900 GB HDD, RAID 10, 2.5 inch, 
FRU

2x 600 GB HDD, RAID 1, 2.5 inch, 
FRU

Enclosure 1RU, Fits 19 inch Rack 1RU, Fits 19 inch Rack 2RU, Fits 19 inch Rack

Chassis Dimensions (WxDxH) 17.2" x 27.8" x 1.70" (437 x 706 x 
43.2 mm)

17.2" x 27.8" x 1.7" (437 x 706 x 43.2 
mm)

17.2" x 28.0" x 3.41" (437 x 711 x 
86.6 mm)

DC Power Supply Not Available Not Available Not Available

AC Power Supply Redundant (1+1) 750 watt,                                                                                                       
100 - 240 VAC, 9 – 4.5A, 50-60 Hz,                   
IEC60320-C14 inlet, FRU 

Redundant (1+1) 750 watt,                                                                                                       
100 - 240 VAC, 9 – 4.5A, 50-60 Hz,                   
IEC60320-C14 inlet, FRU

Redundant (1+1) 750 watt,                                                                                                       
100 - 240 VAC, 9 – 4.5A, 50-60 Hz,                   
IEC60320-C14 inlet, FRU

Technical Specifications



mailto:info%40FireEye.com?subject=
http://www.FireEye.com

